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Paranoia

V Sign

Bugs in home

Baby monitors hacked

Is Google tracking everything 
you do?

Is that link real



How to get Hacked
Use a BAD Pa55w0rd

Use the Same Pa55w0rd everywhere

Don’t use 2nd factor authentication

Don’t use common sense

When Microsoft Calls you – let them in

It’ll never happen to me attitude

Use Social Media – without a thought



This is Why GDPR was developed?

Economy Increasingly becoming digitised. DPA was created 1998

Companies are assessing customer behaviour based on data

Recent breaches show there is Significant risk 

Strengthens Data Protection of personal data

Will change our approach to information security

Focuses on EU Subjects – not companies

All European companies must comply



Why is it important for you?

Required by Law

You will receive requests

Improved efficiency

Better reputation

You will be attacked

Protection against breaches/fines





The GDPR is structured around six 

principles: 

Lawfulness, fairness and transparency

Purpose limitation

Data minimisation

Accuracy

Storage limitation

Confidentiality, Integrity and Availability



• 11 Chapters
99 Articles (the law)

• Recitals
Describe how to implement the Articles

What is the GDPR?



42

1112

17

Security, 3 7
8

GDRP Article Focus (%)

Administration General and Principles

Data Subject Rights Controller Responsibilities

Security Sending out of EU

Remedies





The solution

The GDPR can be categorised into 3 main sections.

IT Systems & Security Policies & Procedures GDPR processes

Cyber Essentials
guidance

IASME Governance
guidance

GDPR
guidance

Cyber Essentials
Assessment

IASME Governance
Assessment

IASME GDPR
Assessment

Risk Assessment
Policy Document Guidance
Marketing Guidance
Data Protection Impact Assessment
Training

IT Audit
Vulnerability Scan – Internal/External
Remedial work may be required
Asset Register

Privacy notification
Data mapping
Data Retention Policy
Dealing with incidents
Operational changes
3rd party processing

Comprising



Consent

Breach notification

Right to Access

Right to be Forgotten

Data portability

Privacy by Design

Data Protection Officer



Consent

Breach notification

Right to Access

Right to be Forgotten

Data portability

Privacy by Design

Data Protection Officer

You have 72 hours from 
the breach discovery, to 
inform the ICO and any 
subjects that may have 

been affected.



Consent

Breach notification

Right to Access

Right to be Forgotten

Data portability

Privacy by Design

Data Protection Officer

Subjects have 
the right to 

obtain data held 
about them.  An 

easy to read 
electronic copy 

must be provided. 
– for free



Consent

Breach notification

Right to Access

Right to be Forgotten

Data portability

Privacy by Design

Data Protection Officer

When data is no longer 
relevant to a company, 
subjects can have it 

erased.



Consent

Breach notification

Right to Access

Right to be Forgotten

Data portability

Privacy by Design

Data Protection Officer

All data should be easily 
transferrable between computer 

systems.



Consent

Breach notification

Right to Access

Right to be Forgotten

Data portability

Privacy by Design

Data Protection Officer



Consent

Breach notification

Right to Access

Right to be Forgotten

Data portability

Privacy by Design

Data Protection Officer Only for LARGE Companies



The





Flybe fined £70,000
In August 2016, Flybe sent an email to 3.3 million people in their 
database with the subject line “Are your details correct?”
It sounds like a smart strategy in theory, but unfortunately, these 
3.3 million people had previously opted out (unsubscribed) to 
marketing emails and thereby gave no consent to be contacted.

Key take away: If your 
customers have opted-
out of marketing emails, 
don’t email them – it’s 
as simple as that. You 
are breaking the law if 
you do.



Honda Motor Europe fined £13,000
In a separate incident, Honda Motor Europe sent an email to 
289,790 subscribers between May and August 2016 asking their 
database “would you like to hear from Honda?”.
This email was sent in order to clarify how many of the 289,000 
subscribers would like to receive marketing emails going forward. 
But, once again, this email was sent to individuals who had 
specifically opted out.
This mistake earned Honda a £13,000 fine as a result.

Key take away: If you do not have explicit 
consent to email your customers, then 
don’t email them! Even asking for consent 
is classed as marketing and is in breach of 
the upcoming GDPR regulations.

https://ico.org.uk/media/action-weve-taken/mpns/2013732/mpn-honda-europe-20170320.pdf


How NOT to do it





Where is your 
data?

Cleanse 
data

Create a 
Governance 

framework/policy

Check 
processing is 
fair, legal and 

allowed

Create Incident 
Response Plan

Create a Risk 
Register

DPIA for all 
projects

Keep records of 
processing *

Business Risk 
Assessment

Communicate with 
Subjects

How are you 
going to respond 

to requests

Business as usual



What Data?

What data do you collect?

Where is it stored?

Any third parties?

Do you need it?

How is it shared amongst your team?

Where did it come from?

Where is it going?

How long to you keep it?



Individuals Rights

Right to 
information

Right to access
Right to 

rectification

Right to be 
forgotten

Right to 
restriction of 

processing

Right to 
notification

Right to 
portability

Right to object
Right to 

appropriate 
decision making



Data Protection Impact Assessments (DPIAs)



What can you do?



Cyber Essentials

Secure the 
Boundary

Configure 
securely

User access 
control

Malware 
protection

Patch 
Management



Controls can stop people acting in a way that places the 
organisation at risk.

Ensure security measures are practical

Password fatigue

Monitoring - trust & private life and business. 

Complacency

Move beyond technical education

Tackle the Millennials

…but they must 
be consistent 
with the way 

people behave 
and think. 







Ilcft1tm!
I Like Coffee First Thing In The Morning

WORDPASSPHRASE

IlcftL1tm!



Cyber Security… 

…is an attitude. It is not just an IT issue.

…is a behaviour, and a way to life and 
should become part of your culture.

…transcends your relationships with 
Suppliers, Customers, Sub-contractors 

and Co-workers.

…is there to protect your assets and 
protect the personal data of those you 

work with.



Security Policy

Data Information Policy

Retention Policy

Data Management Policy 

Data Protection Impact Assessment

Data Breach Policy

Core Policies and Documents



Your Action Plan

Know what data you have & where it is

Educate and Raise Awareness

Create a Business Culture around Security

Mitigate Vulnerabilities

Get the Cyber Essentials tick





How can we help

Advise

Training

Work with your existing IT

Prepare your system for you

Assess you



Final thought

200 days

Before discovery

You may have already been hacked – you just don’t know it



www.bc-technologies.co.uk


